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Employer and Occupational Health Clinics:

Resources Governing Occupational
and Employee Health Records

Employers play a unigue and important role in maintaining, supporting and enhancing the health and wellbeing of their
workforce. This unique role requires employers to understand the complex overlay of state and federal laws governing

occupational health records. In addition, for those employers that provide primary care, employee assistance programs
and other non-occupational health services to their workforce, the employers face an even more complex analysis due

to the potential overlay of laws governing patient privacy, security and access to records.

This resource is a compendium of the various statutes, regulations and guidance that U.S. employers should review
when understanding their role in providing and maintaining both occupational health records as well as other health
related records. In addition to the laws below, employers should also consult with applicable state laws and regulators
that govern the privacy, security and retention of health records for employees. Should you have questions about

the steps employers should take to analyze the applicability of these or questions related to the creation of policies and

procedures to operationalize these requirements, please contact Stephanie Eckerle at seckerle@kdlegal.com or

Jeff Donnell at jdonnell@enterprisehealth.com.
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OSHA: Occupational Health Records
Access to Employee Exposure and Medical Records, 29 CFR 1910.1020

Access to Medical and Exposure Records Publication, OSHA 3110, 2020 (Revised)

Clinicians Resources (Includes Medical Records — Laws and Confidentiality]

OSHA Letter regarding Access to employee exposure and medical records, April 15, 1999

Work-Related Stress and Recordable Events

DOL: FMLA Confidentiality Requirements and Cybersecurity Guidance
Fact Sheet #28G: Medical Certification under the Family and Medical Leave Act

Cybersecurity Guidance Update

EEOC: ADA and GINA Implications of Accessing Employee Health Records
Information Discussion Letter, ADA & GINA: Confidentiality Requirements, May 31, 2011

EEOC Recordkeeping Requirements

Enforcement Guidance on Disability-Related Inquiries and Medical Examinations of Employees under the ADA

Genetic Information Discrimination

Employer Wellness Programs

SAMHSA: Confidentiality of Substance Use Disorder Records and EAP Implications
SAMHSA, Substances Abuse Confidentiality Regulations (Includes Laws, Commentary, and FAQ's)

Applicability of Part 2 Regulations, 45 CFR 2.12 (Inclusion of EAP Programs in 45 CFR 2.12(e](1]]
Confidentiality of Substance Use Disorder (SUD] Records, Final Rule, April 16, 2024

Fact Sheet 42 CFR Part 2 Final Rule, February 8, 2024

HHS: HIPAA/HITECH Application to On-site Primary and Non-Occupational Health Records
HITECH Act (Title XIIl of the American Recovery and Reinvestment Act of 2009, pg. 112)
HIPAA Requlations: 45 CFR 160; 45 CFR 164

HIPAA Regulations, Employer Access to Workforce Health Records, 45 CFR 164.512(b](v]

HIPAA Privacy Rule Final Rule to Support Reproductive Health Care Privacy: Fact Sheet

HHS Materials on Patient Right of Access Under HIPAA (Includes Summary and FAQ's)

HHS Materials on Employers and Health Information in the Workplace

HHS Materials on Disclosures for Workers' Compensation Purposes



https://www.osha.gov/laws-regs/regulations/standardnumber/1910/1910.1020
https://www.osha.gov/sites/default/files/publications/osha3110.pdf
https://www.osha.gov/dts/oom/clinicians/index.html#medicalrecords
https://www.osha.gov/laws-regs/standardinterpretations/1999-04-15-1
https://www.osha.gov/faq/351
https://www.dol.gov/agencies/whd/fact-sheets/28g-fmla-serious-health-condition
https://www.dol.gov/agencies/ebsa/key-topics/retirement-benefits/cybersecurity/compliance-assistance-release-2024-01
https://www.eeoc.gov/foia/eeoc-informal-discussion-letter-226
https://www.eeoc.gov/employers/recordkeeping-requirements
https://www.eeoc.gov/laws/guidance/enforcement-guidance-disability-related-inquiries-and-medical-examinations-employees
https://www.eeoc.gov/genetic-information-discrimination
https://www.eeoc.gov/regulations/eeocs-final-rule-employer-wellness-programs-and-title-i-americans-disabilities-act
https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://www.law.cornell.edu/cfr/text/42/2.12
https://www.federalregister.gov/documents/2024/02/16/2024-02544/confidentiality-of-substance-use-disorder-sud-patient-records
https://www.hhs.gov/hipaa/for-professionals/regulatory-initiatives/fact-sheet-42-cfr-part-2-final-rule/index.html
https://www.govinfo.gov/content/pkg/PLAW-111publ5/pdf/PLAW-111publ5.pdf
https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title45/45cfr160_main_02.tpl
https://www.ecfr.gov/cgi-bin/text-idx?SID=9aa3f3a6f242f74e05c69e326087403c&mc=true&tpl=/ecfrbrowse/Title45/45cfr164_main_02.tpl
https://www.law.cornell.edu/cfr/text/45/164.512
https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/final-rule-fact-sheet/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
https://www.hhs.gov/hipaa/for-individuals/employers-health-information-workplace/index.html
https://www.bing.com/ck/a?!&&p=6a7815d120a33c3f2f0be322262f8771684e1085c0e413c59caeb0f855be0dbaJmltdHM9MTc0NDg0ODAwMA&ptn=3&ver=2&hsh=4&fclid=02258211-137b-6267-0c58-96b8121a63db&psq=hipaa+hhs+ocr+guidance+employee+access+for+workers+compensation+for+employers&u=a1aHR0cHM6Ly93d3cuaGhzLmdvdi9zaXRlcy9kZWZhdWx0L2ZpbGVzL29jci9wcml2YWN5L2hpcGFhL3VuZGVyc3RhbmRpbmcvY292ZXJlZGVudGl0aWVzL3dvcmtlcnNjb21wZW5zYXRpb24ucGRm&ntb=1

ONC: Application of Information Blocking Rules
ONC's Information Blocking Web Page

ONC's Information Blocking Exceptions Fact Sheet

Interoperability and Information Blocking Final Rule

21st Century Cures Act (2016) (see § 4004, pg. 144)

Information Blocking Requlations, 45 CFR 170

Interoperability Requlations, 45 CFR 171

GDPR: Application of the General Data Protection Regulation
What is GDPR, the EU's new data protection law?

SEC: Cybersecurity
SEC Cybersecurity

FTC: Cybersecurity

FTC Cybersecurity for Small Business

NIST: Cybersecurity Framework

NIST Cybersecurity Framework

Questions?

Stephanie Eckerle — seckerle@kdlegal.com / 317-238-6373 (direct dial]

Jeff Donnell — jdonnell@enterprisehealth.com / 317-313-9544 (direct dial)

For educational use only. Does not constitute legal advice.
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https://www.healthit.gov/topic/information-blocking
https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf
https://www.federalregister.gov/documents/2020/05/01/2020-07419/21st-century-cures-act-interoperability-information-blocking-and-the-onc-health-it-certification
https://www.govinfo.gov/content/pkg/PLAW-114publ255/pdf/PLAW-114publ255.pdf
https://www.govinfo.gov/content/pkg/CFR-2011-title45-vol1/pdf/CFR-2011-title45-vol1-part170.pdf
https://www.ecfr.gov/cgi-bin/text-idx?SID=56e6fee6a5ff8c14189e114c19db7d7c&mc=true&node=pt45.2.171&rgn=div5
https://gdpr.eu/what-is-gdpr/
https://www.sec.gov/securities-topics/cybersecurity
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity
https://www.nist.gov/cyberframework

